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How Intimate Insiders and Identity-Based
Attackers Disrupt Micro-businesses
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Williams-Ceci, Daniel V. Bailey, Rosanna Bellini

. Launch via "N\
PI‘IOI‘ WOI‘kS d|g|t0| StOrefrontS InfOI‘mCﬂ

Government enterprise security guidance [Ruth, 2025} management structure

In remote work settings [Jorbes, 2023] . .
Corporate security management [Heinemann, 2025} Micro-Businesses

O . G
RO: How might visibility-driven eCommerce 92 /o of economic entities in the US

platforms exacerbate existing vulnerabilities and
harms for at-risk micro-business owners?

I 6 semi-structured interviews with 3 8 consultations with survivors

micro-business owners with at-risk of intimate partner violence in a
identity-focused branding technology clinic

[9F : 6M : INB] [1 - 8 years experience] Clinic to End Tech Abuse in New York City
Snowball sampling Retroactive case review

Sales: Etsy, Shopity, Amazon, Wix | Comorbidity with technology abuse
Marketing: Instagram, Tiktok, Pinterest and LinkedIn Persistent and active threats

Invisibility

It was me giving someone revoking credentials for my + Denial of Account Access
access because of who partner and co-owner felt . Dele’QIOH .Of BUSIne§S Data
they were to me, not less like a professional ‘ I)erg‘rg]c?éfsn of Business
because of a formal vetting requirement and more like &

process [....] | realize now how - cutting them out of our ey e
stupid that was” (P9) shared history.” (P12) Hypervisibility

- Inability to control access

- . . . - Remote surveillance
Hiring of convenience Providing privileged access + Targeting via proxy bases

Weaponizing Customer-Protection Policies “you can’t stop [people] from placing an order. So even when
it’s clearly targeted harassment, they can just keep buying the
cheapest thing in the shop and using the review system to
spread hate” (P7)

Next Steps ... N

N aa ) ’ Address insider harms via smarter access
) @ ~control and identity management for

S

relationships that degrade over time or cessate

é

v Explore visibility without vulnerability for at-risk
users and ‘problem customers’ via smart

q 0N
.u,,‘% 9‘%\ - controlled visibility and public listings

\ ) Consideration of careful seller policies to [@
[ identify abusive adversaries posing ds
customers
o @
Cornell University

lconography by ProSymbols from Noun Project




